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This software indicates the hazard potentia of active
processes in the computers on your network.
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Welcome

Network Security Task Manager shows you all active processes on the computers in your network.
Based on the risk rating[2A you can determine which safety-critical functions are included in the
processes.

Network Security Task Manager has two components:

Management Console

The Management Console centrally manages all monitored computers. The administrator can
consequently scan computers, make schedules and view reports.

File Edit View Help

Gk - 0 - Lillogok B addcomputer () Oniine info
LR 4\ Current network security status
=] Administration : . .
ﬁl Iou_canl see_here all poter[tlz-l_lhf d:—lngerc_usl?ro(fes_ses th::n werne adl\re at the last scan.
o ) Scheduling regular scans keeps this overview even more upto-date.
Configuration
H Reference database
= ﬂ Computer Name Rating Memory  Description Manufacturer : Product Running on File
----- s < New group > @ Mph exe 20MB - cvmp-28 C:\Program
----- W, room 114 "1 DameWare Mini Remote... 31MB Acomponent of the Dame.. DameWare Development L. cvmp22  CAWindow
""" & 141.30.87.112 @ spicetray_silent exe Spiceworks Spiceworks wswin2000  C:\Program)
""" & ach?IIHD h @ Java Update Scheduler 17ME Java(TM) 2 Platform Stand...  Sun Microsystems. Inc.: Ja... hnpcZ, cvm... H:\Program
""" W achill43 |48 CTF Loader 04MB Microsoft Comporation - Micr.. cvmp-28  C:\Window
""" = cvmep-22 @ spicetray 0,3MBE GDl+ Window, Spi rks...  Spi res, Inc. : Spi ... cvmxp-28 C:\Program
::; ng @ @ DebugView DAME DebugView on \\CVMXP-2.. Microsoft Comporation : Sysi.. Vectral09  C:\Dokume
..... & hrpci
..... & hnpc?
..... B hrop 150 @

Workstation component

A software agent is started as a service on the computers. Upon being ordered by the
management console, the agent analyzes the active processes of the computers.
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Installation

Il. Installation

System requirements

General:
¢ Windows 8, 7, Vista, 2000, XP Professional, Windows Server
+ File and Printer Sharing (enabled by default)
Because Network Security Task Manager uses the SMB protocol for communication between the
management console and workstation components, the following applies to all computers:
e Activate "File and Printer Sharing for Microsoft Networks"
e Firewall exception for TCP port 445 (File and Printer Sharing)

General | Authertication | Advanced

Connect uzing:

| BS Compag MCI1E1 Fast Ethernet NIC | i Canfigure... i

Thiz connection uses the following items:

g Client for Microsoft Networks

..__ File and Frinter Sharing for Microzoft Metworks
.QE!DS Packet Scheduler

S Intemet Protocol [TCPAP]

[ Inztall... ] [ Uninztall ] Froperties

Drezcription

Allows other computers to access resoUrces on your compliker
uzing a Microzoft networl:,

Network Security Task Manager operates independently of already existing security software.
Firewall or antivirus software from other manufacturers does not need to be uninstalled.

Management console:
e Approx. 4 MB hard disk space
plus 100 KB per monitored workstation

Workstation component:

e less than 1 MB hard disk space

o Admin share Admin$[31" enabled (enabled by default)

« if the computer does not below to a domain: Simple File Sharing[32 disabled

Note: If you can access the computer to be scanned using Windows Explorer as follows, Network
Security Task Manager will also work.

File Edit Yiew Favorites Tools Help

Qe - @ - F pSearch

address | Vwarkstationadming
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Installation of core components

The management console can be installed for each user account.

1. Download the latest version from
http://www.neuber.com/network-taskmanager/download.html

2. Install Network Security Task Manager.

3. Then open the management console
(Start > All Programs > Network Security Task Manager).

4. Click on Add Computer.
The computer names are added to the computer list of the console. Nothing is installed or
configured on the computers.

I

=] Network Security Taskmanager 1 C|Edbétt0ﬂ "
b B
File Edit View Help OmpLEr
| N
& Back  ~ + 3] Logbook | % Add Computer |
& Erter computer name E Add Computer E
EI E Administration Dd"d Arbeitsgruppe -
----- ,fi*._ Status EIDJ:.I Cortoso L
----- ¢ Configuration ‘ I
P b ﬂ Reference data
EI i' Computer

----- lex < MNew group =
-}, headquarters
----- M 141.30.87.112

----- M achil 140
..... B achil143 [T Add selected computer to a group
""" B cymp-22 Ja < Mew group >
A
3. The computers
appears in the list, ’ Import.... ] [ Ok ] ’ Cancel

The installation of Network Security Task Manageris now complete.
You can now:

e scan computers[2?,

« define groups of computers[12),

o make schedules[18),

e be warned about potentially dangerous processes[17,

e include trustworthy programs as known in the reference database[18),

[ Note

e The management console can additionally be installed on more computers, in order to manually
scan any clients. However, no scheduling of the type At the start of a process or After a client
boots can be defined for these clients by another management console.

e If you wish to update the management console, then simply install the latest version on top of
your existing installation.
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You do not need to worry about the distribution of the agents in your network:

Agent distribution

If you are scanning a computer by using the management console, a remote agent will
automatically be installed on this computer. This agent analyzes the active processes and
transmits the encrypted data to the management console. After the scan this agent will be

removed.

File Edit View Help

G ~ &~ ﬂmgmk P Add Computer

£ Enter computer name

El m Administration

_____ .{?'_".. Status Data are still not availabl: el e N R R =
T BT N T Gl all processes running an
""" 4 Configuration the selected computer,
P e H Reference database
El " Computer

----- (lem < New group >

----- L =chill 140

----- | toplexk

The management console temporarily installs the agent in the network share "ADMIN$" of the
selected computer.

With a schedule[15Y the computer can be scanned regularly.

Upon using the schedule settings At the start of a process and After a client boots the agent will be
permanently installed. If you deselect this option again, then the agent will be uninstalled.

An advantage of scheduling: In /\ status you can always see the current security situation of all
the computers.

4\ Current network security status

You can see here all potentially dangerous processes that were active at the last scan.
Scheduling regular scans keeps this overview even more upto-date.

Mame Rating Description Manufacturer  Running an

 MPKexe Mini Remote Cortrol - vip-23
",{l_‘f" spiceworks. exe _ A componert of ... spicewaorks vmep-28
=4 KGE Monitoring KB Keylogger - vip-23

@ spicetray GDl+ Window, Spice ... Spiceworks, Inc. vmxp-28

[ Note

e To review, update or remove agents on a computer, click with the right mouse button on the
desired computer. Now click on remote agent ».

e For the distribution of workstation components in large networks, an MSI-Package[48\is also
available.

e The agent only requires 300 KB on the workstation. A cache of up to 1 MB may also be reserved.
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Configuration n

lll. Configuration
Managing computers

Adding computers

After the launch of Network Security Task Manager, you can see all the computers that you can
scan. To add more computers, click on Add a computer in the toolbar.

1. Click button
= Add Computer «

Metwork Security Taskmanager
File Edit View Help

Geack ~ - i Logbook ‘ ¥ Add Computer |
#  Enter computer name Ehdd{:nmpu'tﬂ E

EI m Administration DI& Arbeitsaruppe -
----- ﬁ}_ Status EID& Contoso H
----- ¢ Configuration o] W Achill-141

o ﬂ Reference data [ & Cvmoep-22
EI " Computer

----- ey < New group =
-}, headquarters

----- K 141.3087.112

----- K| achill 140
..... M achil 143 Add selected computer to a group
""" N cymp-22 |J§';. < New group "|
A
3. The computers
appears in the list, ’ Import ... ] [ Clkc ] ’ Cancel ]

Alternatively you can type into the field # Enter computer name the computer or the computer's
IP address.

Nothing is installed on the newly added computer.
You can now scan the newly added computer manually[22 or by using a reqular schedule[15).

[¥ Note

e Click on Import ... to add computer names from a text file to the computer list. Each line should
begin with the name of a computer. After a semicolon, comma or tab character the remaining
text is ignored.

e A remote agent will only be installed permanently on computers that have the schedule
settings At the start of a process or After a client boots.

e A computer can be included in different groups simultaneously.
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Grouping computers

You can combine multiple computers in a group. The same settings, e.g. same scheduling, will then
apply to all the computers in this group.

Groups may be formed according to different selection criteria. Like this, you can group together
all the computers in the same building, with the same safety requirements or similar to the
existing Active Directory structure.

To create a nhew group
1. Click on <New Group>.

p o Enter computer name -

E| m Administration

----- ﬁh Status

..... ﬁ Configuration

N g Reference database
E| ¥ Computer

< New group =
-}, Headquarters
----- K 1413087112
..... B achill140

2. Enter a distinctive name for the group.

[Newcomputergowp [

M ame of the new computer group:;
Office

| ok || Abbrechen

3. Drag the desired computer onto the group.

‘_' Computer

4. To add a computer to a group that is not yet listed in the management console, click on Add
Computer. Then select the new computer and the desired group.

[ Note
e To delete a group, click the right mouse button on it. Then click on Remove.
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To see all the information about a computer, click on this computer with the right mouse button.
Then click on Properties.

Displaying computer properties

" Compiter
----- il < New group >
-, Headguarters
..... Y ocitian]
""" K - Mew computer
..... | ¥
..... j E Mew group
""" B Shutdown..
..... (o
..... Lo Remote agent J
""" B H Event log 3
..... N
----- Ll Remove
Properties...

You can now see for this computer:

e whether the agent is installed permanently,

e whether scheduling is defined

e the date and outcome of the most recent scan

m

K Computer achill 140

Remote agent

Status: Agent runining on this computer [Check it now!
Scheduling: At the start of a process

File: C:Windows system 32smModoao exe
Wersion: Curent (w1.0) &

Database: Cument (30.06.2008 18:17)
Last access:  24.04 2008 1517, Account administratar

Previous scan

Time: 24.04 2008 15:17

Result: 131 processes examined

Iser: administrator

After scan: { processes have become suspicious

Before scan: 0 suspicious processes were ended

Last emors occumed

[ Note

e Upon using the schedule settings At the start of a process and After a client boots the agent will
be permanently installed on a computer.
Click on * next to the version information to update the agent file.
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Shutting down a computer

To switch a computer off, click on it with the right mouse button. Then click off....

"’ Computer
..... il < New group >
[}, Headguarters
..... = EEEYR
..... N Mew computer
..... !_I (a NEW glﬂup
..... !_l d
..... N Shut down...
""" S Remote agent *
..... L 9
_____ Lo Event log »
..... !_l H
Remove
Properties...

Removing computers

To remove a workstation or a computer group from the list of computers of the management
console, click the right mouse button on them. Then click on Remove.

&¥ Computer
---- iy < New group >
-}, Headguarters
..... Yook
""" LIE- Mew computer
..... L
Mew grou
..... N group
""" Mo shutdown..
..... Lo
_____ oy Remote agent 3
""" B} Event log b
Remove
Properties...

If the remote agent is installed on the computer, then it will be automatically stopped and
removed. This is the case for computers with the schedule settings At the start of a process or After
a client boots.

If the remote agent was distributed to the computer by MSI-Package[48), un-installation should
also be done via MSI. The same applies to your system management software, group policies, etc.

© A. & M. Neuber Software GmbH
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Network Security Task can automatically scan computers or groups of computers at specific times.

To do this, you simly create a schedule. Each group or each standalone computer can have one
defined schedule.

Scheduling

Creating a schedule
1. Click on Configuration.

E' Administration
b /M Status
¢

(- g Reference database

2. Click on New Schedule.

| € New schedule |

3. Select the desired computer. If you select a computer group, then the schedule will apply for all
the computers in this group.

‘Schedulng 9 ==

/T-\'I Choose when your computer will be automatically
\‘__j, scanned. You can always see the cument process list in
Metwork Securty Taskmanager.

Computer ar group
M achil 140 ~ B

At the start of a process

After a client has booted

Scheduling {automatically update data)
Once uni

Weekly
Adanced scheduling. ..

4. Select a schedule type:

= At the start of a process
Each new process launched on a workstation is checked (on access). If the process is

potentially dangerous[17, this is reported to the management consoleand the administrator
is warned.

If you choose this option, Network Security Task Manager then installs a remote agent permanently on the selected

computer. The remote agent will only be uninstalled if you choose another option or if you delete the schedule for this
computer.

= After a client boots

After a computer boots, all the active processes are scanned. In particular you can see new
Autostart programs.

If you choose this option, Network Security Task Manager then installs a remote agent permanently on the selected

computer. The remote agent will only be uninstalled if you choose another option or if you delete the schedule for this
computer.
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= Once-only
At the chosen time and date, the computer is scanned by the management console. To do
this, a remote agent is temporarily installed on the selected computer. The agent scans the
processes that are active at this time and transmits the encrypted results to the
management console. The remote agent is then uninstalled again.
U NetTaskTraymmust be active in the system tray of the task bar, so that a computer can be scanned at the
predefined time. O therwise (for example, when the Network Security Task Manager user is not logged in at the

scanning time) a query is displayed when the Network Security Task Manager then starts again, as to whether the
scan should now take place.

= Daily
The computer is scanned by the management console at the set time every day. To do this,
a remote agent is temporarily installed on the selected computer. The agent scans the
processes that are active at this time and transmits the encrypted results to the
management console. The remote agent is then uninstalled again.
NetTaskTraxmmust be active in the system tray of the task bar, so that a computer can be scanned at the
predefined time. O therwise (for example, when the Network Security Task Manager user is not logged in at the

scanning time) a query is displayed when the Network Security Task Manager then starts again, as to whether the
scan should now take place.

= Weekly
The computer is scanned by the management console on the set day every week. To do
this, a remote agent is temporarily installed on the selected computer. The agent scans the
processes that are active at this time and transmits the encrypted results to the
management console. The remote agent is then uninstalled again..
NetTaskTraxmmust be active in the system tray of the task bar, so that a computer can be scanned at the
predefined time. O therwise (for example, when the Network Security Task Manager user is not logged in at the

scanning time) a query is displayed when the Network Security Task Manager then starts again, as to whether the
scan should now take place.

-l Advanced scheduling

[ Note

e If you have defined At the start of a process or After a client boots in the schedule, then file and
printer sharing must be enabled on the computer, on which the management console is running.
When these two schedules are used, the management console is informed[17if a potentially
dangerous process has been found.

« If you have defined Daily/Weekly/One-Off in the scheduling, then NetTaskTray[3M must run in a

user account that has Admin rights on the computer to be scanned. If not, then the
management console must run continuously.
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Warning about dangerous processes

If a potentially dangerous process is recognized on a computer in the network, then the
administrator is warned in different ways:

= Popup window on the Admin PC

® NetTaskTray[3d displays a warning as a pop-up window when a potentially dangerous
process has been found.

L !
@ Suspicious process on XP28 - Metwork Security Taskmanager *
O computer "CYMEP-28", a suspicious process was Found,

Mpk. gxe

File: :\ProgrammeikGE Mpk, exe
dangerous: 5396

Process ID: 1224

Click here for a closer look,
L% \\E
) i

= "Status" column
The process is listed /N in Status.

A\ Current network security status

You can see here all potertially dangerous processes that were active at the last scan.
Scheduling reqular scans keeps this overview even more up-{o-date.

MName Description Manufacturer  Running on
o MPKexe Mini Remote Control - vp-23
'Tl_‘_k' spicewaorks exe A compaonent of .. spicewaoris vop-28
%”’l KGEB Monitoring KGE Keylogaer - vap-23
@ spicetray GO+ Window, Spice ... Spiceworks, Inc. vmxp-28

( Hot displayed is the susplcious process "troja.exe” that was active after the displayed scan.j

Reference is made in the yellow line at the end of the process list to potentially dangerous
processes which were started after the scan that is being presented. This functionality is only
available if the scheduling option At the start of a processli51has been set for the client
computer.

= Process log
The process is registered in the process log[243 (logbook). In this log, you can see all the past
alerts that occurred.

= Local event log of the client computer
The process is registered in the local event log of the computer workstation and is displayed
with the Event Viewer eventvwr.exe or your system management software. The event ID is:
150
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Specifying at what level the administrator is warned
1. Click on @ Configuration.

2. Define a new level of risk in the Warnings area.
Wamings

The Administrator receives a waming, if the risk-ating of a process exceeds: My =
Processes with a higher rsk-ating are displayed in "Status" as security-critical . :
(iis safe, 100°% is dangenous)

All processes with a higher risk ranking than this are now considered potentially hazardous..

[ Note

 You can classify[19 a process as harmless. In that case you will no longer be warned in the
future in this process .

Hiding harmless processes
Having many processes soon makes a process list confusing. Therefore, it is sometimes useful to
hide the following processes :

e Processes that belong to the Windows operating system
e Processes that you personally have defined as safe in the Referencedatabase[18)

How to determine what processes will not be displayed:
1.Click on % Configuration.
2.Decide which processes should not be displayed.

View

fou can hide safe processes in the reporting. This improves the overview.
[ Hide processes with low risk rating (<20% ().
Hide Windows system processes
Hide safe reference database processes

[ Note
o If you hide operating processes, applications such as explorer.exe are still displayed.

Reference database of known processes

What is the reference database for?

In the ¥ Reference Database you save the processes =-{&] Administration
that are known to you. You can attach comments to each . /A Status
process and classify it in one of the following categories of ¢ Corfiguration

sk 8

= - M¥ Computer

[ ! ] Dangerous processes
can be malicious software (spyware, trojans) or unwanted programs (games, adware,
filesharing). Potentially dangerous processes will always receive a risk ranking of 100%
(maximum risk category). The administrator is thus always warned if such a process is running
on a workstation.

Neutral processes
You have written a comment on these processes. However, these processes were not ranked
by you as potentially dangerous or dangerous.

Harmless processes
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are e.g. Windows system processes, graphics drivers, firewall, antivirus and other trustworthy
programs. If you classify a highly ranked process as not dangerous, in the future you will no
longer be warned if the process is running on a workstation.

The reference database is therefore an overview of all processes that you have commented or

whose risk ranking you have changed. With a revised risk ranking[27 you are either always or no
longer warned if the process is scanned.

Adding processes to the reference database

You can add any processes, which you see in the process list of a computer or a computer group,
to the =¥ Reference database.

1. Click on the process, which you want to include in the reference database.

2. Click on the red ranking beams of the process orin the lower part of the program window on
Comment @

HD Audic Control Panel running on ati-vista

Manufacturer Realtek Semiconductor : HD Audio Control Panel
Descrption GO+ Window

Type Program, hidden
Start 13.11 2008 14:00:48 when Windows starts, Reaqistry: Machine“.Run
File C M Windows \RtHDWCpl exe

41 ME Created: 21.02 2007 10:06:14 Modified: 25.12 2006 15:11
Comment @:: -k here to change the Rating:

3. Enter a comment (for example, what you know about the process).

Database & Comments @

HD Audio Contral Panel (RtHDVCpl exe)

“Your opinion about the process
[ et dangerous -

Your comment about the process

control panel of your Realtek HD audio sound card. s r
digitally signed by Microsoft.
http:# forww realttek com tw’ -

Ol ] | Cancel | |ﬁd\ranced b

4. Optionally, you can rank the process as neutral, dangerous[18) or safe[18),

5. Click on Advanced to make a specific risk ranking (e.g. 70%), at which the administrator should
be warned. Dangerous processes always have a 100% risk ranking.
You can also use another name, by which the process should be displayed in the future.

Network Security Task Manager identifies the processes by their hash value (unique MD5
checksum). If a process in the reference database that has been ranked as harmless is
replaced by a dangerous process, then the Administrator is warned.
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Database & Comments .X |

HD Audio Control Panel (RtHOWCp! exe)

Your opinion about the process
[ et dangerous -

This will change the risk rating

Your comment about the process

contral panel of your Realtek HD audio sound card. it's -
digitally signed by Microsoft.
hitp ./ Awww reattek com tw./ —

[0 % Rate this process as safe, f the determined rating does not
exceed 707

File (2)

EWinDir¥\RtHDVCpl exe

MD5checksum
a086b1bdccadhabd 346187 14be 3d e

T =

[ Note

e If you always want to be warned when a file, e.g. redgrouse.exe, is executed on a computer,
then delete the MD5 field and in the file name field, write only: redgrouse.exe
This is possible because processes are identified by a file name, if the MD5 field is empty.

e Filter order: Dangerous database entries take precedence over safe database entries.

e Sorting order: To change the name of the process or manufacturer displayed, click with Shift on
the button marked "Advanced>>".

Removing processes from the reference database

1. Click on the 3 Reference database with the right mouse button, on the process that you want
to delete.

2. Click on Remove.

[ Note

e If you delete a process in the reference database, you delete "only" your comments and your
risk ranking of this process. The actual process will not be affected.
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IV. Tasks

Scanning the active processes on a computer

1. Click on the computer or the computer group that you want to scan.
2. Click on Scan Now.

? Metwork Security Taskranager

File Edit View Help

G ~ &~ ngbaok P Add Computer

£ Enter computer name v

EI m Administration

B el Wl TR R Click #Scan Mows to see
----- ﬁ}_ Status S - .
o Tl T L S 6l all processes running an
""" G Corfiguration the selected computer,
P B E Reference database
EI " Computer

----- ey < New group =

----- 1) achil 140

----- N toplex

[ Note
e You can scan computers and computer groups automatically by using a schedule[15).

o The first time that you scan a new computer, enter its name or IP address in the field © Enter
computer name and press the Enter key.

Saving the list of processes

1. Click the File menu, click Save As ...

2. Choose the type offile:
o Text file (*.txt)
e Website (*.html)
e All details (*.xml)

[ Note

o Click on @ Configuration, to ensure that no processes are masked. Masked processes, e.g.
Windows system processes, will not be saved.

e Save the process list from time to time in order to find new processes. A saved process list can
also be useful for subsequent documentation.

Printing the list of processes

1. In the File menu, click on Print...
2. Choose the printer and any properties to be specified (e.g. double-sided printing).

[# Note
e Click on % Configuration to be sure that no processes are masked. Masked processes, e.g.
Windows system processes, will not be printed either.
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Displaying process properties

Network Security Task Manager shows all active processes on the computers in your network.

In the View menu, you can choose which properties will be displayed as columns in the process
list:

Name
Displays the name of the process or of the driver.
Evaluation
Shows what security-critical functions a process has.
0 % = safe, 100 % = dangerous
More information[27
Clients
Shows the number of computers in your network, on which the process is running. A process is
clearly identified by means of its hash value (MD5 checksum).
Running on the following clients
Displays the names of the computers in your network, on which the process is running.
Description
Shows the title and the file description contained in the file. With a visible window the title
corresponds to the text in the title bar.
Manufacturer
Displays the name of the manufacturer (e.g. Microsoft) and the product description stored in
the file (e.g. MS Office). You can then see to which installed software product a process
belongs.
File
Shows the full path and name of the file.
Average CPU runtime
Shows how much the processor is being used. Active programs need more processing power
than inactive processes.
Average amount of RAM used on all clients
Shows the memory consumption of a process.
Average running time on all clients
Displays the time for which the program has been running since the Windows Start.
Process ID (PID) of the highest-rated process
Shows the identification number (ID) of the process. Each process has its own unique number.
If the process is running on multiple computers, then it has a different PID on each computer.
You can see all the PIDs when you double-click on the process.
Type (Program, Driver, Service, Plug-in, ...)
Shows the nature of the process. Differentiates between different types of process types.
More information[29}
Process start information
Shows when and by whom the process was started.

[ Note

o Click on the & Online Infol2® button to see information and opinions in this process available
on the Internet.

e Double-click on a process to see an overview of all the data for that process.

e Click on @ Configuration, to hide processes rated as safe. This enlarges the overview.
Processes considered safe are e.g. digitally signed operating system processes.
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Displaying other properties (Google search)

For each process, you can find an information page, on which you can leave your comment on this
software/driver or read comments from other administrators. From this page you can search for
more information about this process on Google.com.

1. Click on the process, about which you want to learn more.

2. Click on the @ Online Info button.

Viewing the process log

A summary of all processes identified in the past as potentially dangerous can be found in the
logbook.

_ | 2 Logbook |
1. In the programtoolbar, clickon ™ ~—
2. Click on the tab Process log.
3. You can now see all potentially dangerous processes, which were detected in previous scans.

P &)

1] Errors and Suspicious Processes = [E =]
W Filter - d Online Info Client events

| & Technical &rmrs| /¥, Suspicious processes |

The following suspicious processes were found urtil now.

Rating  Mame File: Computer  Time
Mpl exe C:\Programme’\KG B \Mplk exe
T4 spiceworks exe C:\Programme®. Spiceworks bin‘spiceworis exe  cvmp-28  24.0
Aoedi DameWare Mini Bem...  ChWindows system3Z2\DWRCS exe cvop-22 210
‘| 0 | 3
Display all suspicious processes ’ Expart... ] ’ Close

The Ranking column shows the Risk ranking[27 at the last occurrence of the process. The Max
column shows the highest ranking since its first occurrence.

L The process was identified during a complete scan of the computers.

[t )

The Agent in the computer informed Admin by a Popup window on the Admin PC[17. A
complete scan did not take place.

“¥ Filter specifies a computer, whose processes are displayed.

Q Online Info displays detailed online information and opinions on the tagged process.
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Stopping a process

1. Click on the process that you want to terminate.
2. In the menu Edit click on #% Remove.
3. Now select one of the following options:

- Terminate process
The process will be removed from memory. If the process is registered in the registry
(Windows configuration database) as Autostart, then it will be activated at the next
Windows start.

= Move the file into quarantine
In this case as well, the process is removed from memory. In addition, the corresponding file
is moved into the Quarantine folder[25) (Edit | quarantine ...) and the Autostart entries in the
registry are deleted. Since file and registry entries are backed up, a restoration of the
process is possible.

[¥ Note

e Ending a process can lead to instability and data loss. Programs or even Windows can crash.
We therefore recommend testing at first by simply terminating the process. If the computer
continues stable operation, the process can be moved into quarantine after the next reboot.

Quarantine folder

The quarantine folder works like a wastepaper basket for terminated processes. If you move a file
into the quarantine folder[25), the file is moved into an isolated folder, and renamed. Autostart
entries for this process in the Registry will be deleted. In this way the file is no longer executable.
Because Network Security Task Manager saves all its activities, it is possible to restore the
process.

Restoring processes

1. In the Edit menu, click on ) Quarantine Directory...
2. In the quarantine folder, click on the desired process.
3. Click on the Restore button.

‘a4 Manual Recovery
The quarantined files are saved in the following folders:

e C.\ ProgranDat a\ Net work Security Task Manager (in Windows 8/7/Vista)
e C:\Docunents and Settings\All Users\Applicationdata\Network Security
Task Manager (in Windows XP)

The files are renamed for security as
filename.exe.arbitrarysequence, e.g. optimizer.exe.q_1182E08_q

Furthermore, the files are encrypted. In an emergency, you can send us[461 the files for
decryption.
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Risk ranking of processes

Network Security Task Manager ranks the security-related risk of a process based on objective
criteria. These are used to investigate whether the process contains critical function calls or
suspicious features. Depending on the potential dangers, these functions and properties are
awarded points. The sum of the points then gives the overall ranking (from 0 to a maximum of 100
points).

i Properties Rating
Sending to CVMXP-22 onport 0, ... IHNEEER
Window nat visible EEEEE
Mo Windows system file ]

Mo detailed description available NN
Lbkncuwn file in Windows folder (] |

B s |
Rating: potentially dangerous

Network Security Task Manager investigates the processes according to the following
functionalities (Sorted by degree of risk):

=l Can record keyboard input
The process monitors each keystroke. The keystrokes are read by using a Hook. Correctly
programmed, professionally written programs do not use this Hook function.

-I Disguised process which is invisible
The process disguises itself by Windows API Hooking. Internal Windows system commands for
listing processes are manipulated. Because of this, this process cannot be found in the
Windows Task Manager or other process viewers. We recommend that this process be put into
quarantine. To do this, click in the Edit menu on Remove.

= File is not visible
The file hides itself from Windows Explorer. The file cannot be seen with a file manager. This
camouflaging is not the same as the harmless file attribute "hidden".

-I Keyboard driver that could record entries
This concerns a keyboard driver that can read each entry.

- Can manipulate other programs
The process can link into other programs and then change things. To do this, a hook is used
that e.g. can fake a false list of files for all programs (by altering the dir command). The
program is then invisible for other programs (AntiVirus).

- Can monitor Internet browser
Browser Helper Objects (browser plug-ins) link into Internet Explorer. For the most part, this
concerns desired download manager or other small tools. However BHO's can also monitor your
surfing habits. You can deactivate individual BHOs in the Internet Explorer Tools menu under
Manage Add-ons.
To turn BHOs off in general, click on the Internet Explorer Tools menu, click on Internet Options
and in the Advanced tab, disable/deselect the option Third-party browser extensions
enabled.

-l Starts when you start other programs
The file was started by the ShellExecute command in the Windows system registry
(configuration file) by a Hook. ShellExecute starts a process (usually a DLL) as soon as any
Windows program is launched. This process should be carefully investigated.

=l Listens on port <Number>
The process can obtain information through this opening. Hackers exploit such vulnerabilities to
penetrate unknown computers and to gain control over them. With a good firewall such attacks
can be prevented.

=l Sends to <ComputerName> on port <number>
The process has a connection to the specified computer or IP address and can send whatever
information it chooses. With a good firewall such connections can be blocked.

= Unknown program listening or sending
A port was opened to get information from outside or to send it to the outside. Please note
which program it is. With a good firewall this connection can be blocked.
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Monitoring of start/end of programs

The process records which programs are called and terminated, and when this happens.
Window not visible

The program has no visible window in Windows and is running in the background. In the best
case it is e.g. a device driver.

Starts when Windows starts up

The program is called at every Windows start-up. To do that, the program has registered itself
in a startup key in the Windows system registry.

No detailed description available

Some important standard descriptions in the file are not available. By default, each file contains
fields for internal descriptions.

Unknown file in the Windows folder

The file does not belong to the Windows operating system. It was copied into the Windows
directory. This may be due to poorly programmed software, or because the file is trying to hide
itself in the Windows directory.

Caution is advised if you cannot match this file to any installed software product or hardware
driver.

Not a Windows system file

The file does not belong to the Windows operating system. Increased attention is required if
the file is in the Windows directory and cannot be matched to any installed software product or
hardware driver.

Missing description of the program

There are no descriptions available in the file. By default, each file contains internal fields for
descriptions.

Internet, monitoring, input-recording, hiding, manipulation functions

The file contains function calls with the specified properties. However, because it cannot be
said whether and how these are used, the Network Security Task Manager does not consider
this criterion to be strong.

Functions not determined

Dangerous function calls have not been found in the file. They could however be contained
hidden within the file.

Unknown manufacturer

The manufacturer cannot be ascertained. By default, each file has internal fields for information
on the software manufacturer.

Trustworthy properties (improve the risk ranking):

Microsoft signed file
This file has been signed by Microsoft. You can trust this file to the same level that you trust
Microsoft.
Verisign signed file
This file was signed by VeriSign. You can trust this file to the same level that you trust VeriSign.
Belongs to <Software Product> of <Manufacturer>
This file is classified as trustworthy. It belongs to the named, installed software. If you uninstall
the software in the Control Panel, then you will also delete this file.
Certified by <Manufacturer>
This file was sighed by a CA. You can trust this file to the same level that you trust the
certification authority and the software manufacturer.
Your own comment
In the reference database you store the processes that are known to you. You can make a
comment on each process and classify it as harmless.

More information[19h

[¥ Note

Highly ranked processes are not necessarily dangerous. They may possibly just possess typical
Malware functions.
Example: System Monitoring by Antivirus-Watchdog/Firewall.

Click on @ Configuration, to hide processes classified as safe. Hiding the Windows system
processes makes for a wider overview.
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Process types

Network Security Task Manager distinguishes between different types of Processes:

MName Rating Running on Description

ﬂ Jawa[Th] 2 Platform St... Hrowpl 53 S5V Helper Clazs
[ Drametsfare Mini Bemat... Cvmep-22, Cvm... A component of the Dame. ..

Fad | o
frs] P [ =1

'3:1:'?\'.' FRITZ! Protect Cuvmep-28, Cvm...  FRITZIDSL Protect
[ Port Reporter Cptiplex1 00
&l asim?s Yectralld azim?

In the View menu and under Select columns, you can set up the display so that the Type is also
displayed in a column in the table. However, you can also see from the icon which type is
concerned:

© Process with window
A normal program with a visible Windows window.
Example: Word

" Process without window
A program that runs in the background. The program has no window or it is in the area that is
not visible.
Example: backup process, virus-guard, but also trojans

= Process with an icon in the taskbar
A program whose icon is anchored in the taskbar (on the left next to the clock). Click the right
mouse button on the icon in the taskbar to open a contextual menu and to learn more about
the program.
Example: Firewall, NetTaskTray[3d

e Internet Explorer Plug-in
Browser Helper Objects link in to Internet Explorer. They are mostly desired download
manager or other small tools. However BHO's can also monitor your surfing habits.
You can deactivate individual BHOs in Internet Explorer "Tools" menu by using "Manage Add-ons".
To turn BHO's off in general, in Internet Explorer click on "Internet options" in the "Tools" menu, and
in the "Avanced" tab deactivate the option "Activate third-party browser extensions".
Example: Adobe PDF Reader, Java console, but also spyware

%) DLL files
A Dynamic Link Library (DLL) contains executable code. In the standard case, rarely used
functions are stored in a DLL file, which are only executed when the main program requires
them. Thus the main program requires less main memory.

%) DLL files (via ShellExecute)
The file is started by a Hook using the ShellExecute command in the Windows system registry
(configuration file). ShellExecute starts a process (usually a DLL), as soon as any Windows
program is launched. This process should be carefully investigated.

® Windows System Process (signed)
A process digitally signed by Microsoft, which belongs to the Windows operating system.
Almost all operating system processes are digitally signed.
Example: explorer.exe, winlogon.exe

' Windows System Process
A process, which belongs to the Windows operating system.
Example: system idle



Network Security Task Manager

Drivers and services

B8 Device drivers
Device drivers for the operation of hardware components. They may be drivers for graphics
cards and scanners. But also programs that are not destined to be terminated by a user or
program (e.g. firewall, antivirus module).

File drivers
Drivers for Windows NT-based file system.

Service (separate process)
A system or hardware-related process to support other programs. The service is executed as a
separate process.
Service (separate process with desktop interaction)
A system or hardware-related process to support other programs. The service is executed as a
separate process, which can interact with the desktop (e.g. firewall, antivirus module).
L. Service (shared process)
The service shares a process with other services.

.4 Service (shared process with desktop interaction)
The service shares a process with other services. The process can interact with the desktop.

-

[# Notes
 In order to enlarge the overview, you can hide all Windows system processes[18).

What is NetTaskTray

NetTaskTray is the name of the tool, which you see in the < J 1020
taskbar next to the clock after the launch of Network Security '
Task Manager[ 50

NetTaskTray is responsible for:

-l Scheduling
NetTaskTray triggers the scheduled verification process on the workstations. The management
console does not need to be running in order to regularly and automatically scan computers.
NetTaskTray must run under a user account that has administrator rights on the computer to
be scanned.

= Administrator Exceptions Warning
NetTaskTray displays a small pop-up when a workstation flags a potentially dangerous
process. The workstation does not therefore directly contact the management console.
NetTaskTray takes charge of the warning message, examines the message and forwards it to
the management console.

So that NetTaskTray can receive the messages from the workstations
, file and printer sharing[ 7% must be enabled on the
computer, on which the management console is running.

[ Note

o If the remote agent detects a potentially dangerous process on the workstation, the
administrator will be warned[17M in various ways. This ensures that even in the case of network
problems, the warning will not be lost.
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Admin$ share

A hidden share is marked by a dollar sign ($) at the end of the share name. Hidden shares are not
listed when you browse the shares on a computer or use the command net net vi ew.

The system folder c:\windows (Variable %SYSTEMROOT%) is shared as ADMIN$. This
administrative share allows the administrator remote access to the local Windows folder of the
computer on the network.

If you want to to scan a Windows 8/7/Vista workgroup computer please consider following notes
33,

How to check whether Admin$ is available on the workstation

e On the workstation at the command prompt (Start> All Programs> Accessories> Command
Prompt) run the net share command. Admin$ should be displayed as a share.

e From any computer on the network enter into the Windows Explorer the address: \
\target_machine\admin $
Alternatively, at the command prompt (e.g.cnd ) dir \\target machi ne\ adm n$
You can now see the Windows folder on the desktop.

e These programs show you all the available admin shares on the network: Microsoft Baseline
Security Analyzer (free);
GFI LAN guard - Network Security Scanner (paying); Hyena (paying).

Creating the administrative share Admin$
Follow these steps if the Admin$ share on a computer is not available:

1. Double-click on Administrative Tools in the Control Panel, and then click Computer
Management.

2. Expand the Shared folder, click with the right mouse button on Shares, and click New File
Shares.
3. Enterin the field Folders To Be Shared the path %SYSTEMROOT%.

4. Enter: Admin$, and click Next.

5. Check the box Administrators have full control, other users have no access to restrict access
to the release to administrators.

6. Click Finish.
7. Click No, to go back to the Computer Management console.

Alternatively, you can access the local computer at the command prompt (execute cmd) and
execute the command net share adm n$.


http://www.microsoft.com/germany/technet/sicherheit/tools/mbsa.mspx
http://www.microsoft.com/germany/technet/sicherheit/tools/mbsa.mspx
http://www.gfi.com/downloads/downloads.aspx?pid=LANSS&lid=en
http://www.systemtools.com
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Simple File Sharing

If Network Security Task Manager cannot scan a computer in the workgroup, then please
deactivate "Simple File Sharing" on this workgroup-computer. If you want to to scan a Windows
8/7/Vista workgroup computer please consider following notesi33\.

To deactivate the Use simple file sharing option in Windows XP, run Windows Explorer and click
Folder Options on Tools menu.

According to the settings, this only works on the current folder. Therefore the "save viewing
options for each folder" must also be deactivated.

The security tab now appears in the Properties dialog for folders and files.
The following registry key is responsible for "Simple File Sharing":
HKEY_LOCAL_MACHI NE\ System Current Control Set\ Control \ LSA

forceguest = 0 - "Simple File Sharing" not used
forceguest = 1 - "Simple File Sharing" used (Standard)

The entry can also be edited via the local security policies (Administrative Tools -> Local Security
Policy -> Local Policies

-> Security Options -> Network Access: model for shared use and security model for local
accounts).

"Simple File Sharing" is activated by default on Windows XP Professional, when the computer is
added to a workgroup at the time of installation of the operating system. If the computer is
directly added to a domain at the time of installation of the operating system, then "Simple File
Sharing" is disabled by default.

If a computer currently in a workgroup is subsequently upgraded to a domain, then despite this,
the setting "Use simple file sharing" still persists and, if unwanted, must be turned off as
described above.

By default, simple file sharing is disabled in Windows 8/7/Vista by following settings in Control
Panel\Network and Internet\Network and Sharing Center:

M Sharing and Discovery

Metwork discovery

[}
o
3

<

(@]
=
3
£

File sharing

Password protected sharing @ On v
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Scanning a Windows 8/7/Vista pc

Please consider following notes if you want to scan a computer, that runs Windows 8/7 /Vista
and belongs to a workgroup.

If the computer to be scanned does not belong to any workgroup, but to a domain, then do not
consider the following notes, because a domain administrator always have access to admin
shares of a computer in a domain.

By default, User Account Control (UAC) in Windows 8/7/Vista prevents local administrator accounts
from accessing administrative shares through the network. If you want to scan a Windows 8/7//
Vista workgroup computer, Network Security Taskmanager shows an error massage: User
<UserName> does not have administrator rights on <WorkgroupComputer>

Solution:

Following fix (KB947232) is recommended by Microsoft in order to have access to admin$ share on
a Windows 8/7//Vista workgroup computer using a local administrator account. At this the security
of the remaining User Account protection (UAC) stays the same. So Network Security Taskmanager
can scan the Windows 8/7/Vista workgroup computer remotely:

1. Run registry editor (regedit.exe) on the Windows 8/7/Vista workgroup computer to be
scanned.

2. Locate and then click the following registry key:
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoftWindows\CurrentVersion\Policies\System

On the Edit menu, point to New, and then click DWORD (32-bit) Value.
Type LocalAccountTokenFilterPolicy to name the new entry.
Right-click LocalAccountTokenFilterPolicy, and then click Modify.

a U1 A~ W

In the Value data box, type 1, and then click OK and close registry editor.

[ Note
e Alternatively you can install the Agent on the Windows 8/7/Vista workgroup computer
permanently. Just run the file Net TaskAgent . nsi [48Y (located in the program's folder, e.g. c:

\program files\Network Security Taskmanager\) on the Windows 8/7/Vista workgroup computer.
So the steps 1 - 6 above are not necessary.



http://support.microsoft.com/kb/947232/
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Microsoft network communication security

Microsoft Network Communications (SMB, NetBIOS) can be further secured depending on the
structure of the Windows-based network.

NTLMv2, 128-Bit encryption

Further Microsoft Network communication security measures can be activated via the group policy:

1. Open the command prompt as an administrator (Start > All Programs > Accessories >
Command Prompt).
Alternatively: Start > Run: enter "runas /user:Administrator cmd" and execute. Then enter the
administrator password.

2. In the new DOS window now enter "gpedit.msc" and press <Enter>.

3. In the left pane change the security options: Computer Configuration -> Windows Settings ->
Local Policies -> Security Options

Whichever security measures are involved in your Windows Network topology, please be sure to
observe the advice from Microsoft: http://support.microsoft.com/kb/823659

Be aware of when and where additional security measures can lead to problems! It is strongly
recommended to only use the NTLMv2 authentication method for Windows networks. See also:
How to crack Windows passwords

NetBIOS over TCP / IP (NetBT)

The setting for NetBIOS over TCP / IP networks can be disabled for networks with a DNS server
running name resolution, in the case where there is no Windows 9x/ME or Windows NT computer
on the network:

Start -> Control Panel -> Network Connections
Double-click on the desired network connection.
Now click on Properties in the context menu.
Double-click on Internet protocol TCP / IP.
Click on the Advanced button.

Click on the WINS tab.

Select NetBIOS over TCP / IP off.

Close all network connection windows.

PN A WN =

When the NetBIOS over TCP / IP has been deactivated, the access to the network shares (SMB
communications) are made directly over TCP port 445.

Blocking NetBIOS over TCP / IP with the firewall

The UDP ports 137, 138 and TCP port 139 are freed when NetBIOS over TCP / IP is shut down.
Outside access to these three no longer used ports should be prevented by the firewall:

1.Start -> Control Panel -> Windows Firewall

2.Click the Exceptions tab.

3.Double-click on File and Printer Sharing.

4.Tick the option for TCP 445. Un-tick the options for all other ports.
5.Close all open Windows Firewall windows.


http://support.microsoft.com/kb/823659
http://www.google.de/search?q=%22How+to+Crack+Windows+passwords%22
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Files and processes used

Network Security Task Manager only needs Windows Standard installation[ 7N on the
administrator's computer and on the computers to be scanned. Additional drivers, libraries and
services are not needed.

= Are existing system files, libraries, drivers, etc. changed during the installation?
No. The installation of Network Security Task Manager on a computer does not alter the
registry or existing files. No files are created or modified outside of the installation directory.

When Network Security Task Manager is started, then the software stores its data here:

e In the registry in the key
HKEY_CURRENT_USER\ Sof t war e\ Neuber\ Net wor k Security Task Manager

e On the hard disk in the folders
C:\ ProgranDat a\ Net wor k Security Task Manager (in Windows 8/7/Vista)
C:\Docunents and Setting\All Users\Userdata\Network Security Task Manager
(under Windows XP)

The registry key and the folder will deleted again when an uninstall programl36lis run.

- What processes are active on the administrator computer?
On the computer where the administrator uses Network Security Task Manager, the following
processes run:

f£] Net TaskConsol e. exe - the Admin Console[sY, ie the main program
U Net TaskTr ay. exe[s0] - controls scheduling and reception of warnings in the taskbar tray

= What processes are active on a workstation?
During the scan of the client computer, the Net TaskAgent . exe file is copied into local Admin
share Admins$[3M, and started as an agent. After the scan, this remote agent is completely
removed again.

Only on computers with scheduling of At the start of a process or After a client boots will the
remote agent be perrmanently installed.

The remote agent stores cache data on the client computer that is scanned in the following

folders:

e C.\ ProgranDat a\ Network Security Task Manager (in Windows 8/7/Vista)

e C:\Docunents and Settings\Al|l Users\Applicationdata\Network Security Task
Manager (under Windows XP)

This folder will always be erased if the client computer is removed[14) from the console.

[ Note

e Note: For security reasons, the agent file NetTaskAgent.exe will be saved on the client under a
random name, e.g. as smPolodo.exe. Use the command sc \
\target_conputer qc nettaskagent to learn the real file name.
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Uninstalling all of the software

Uninstalling the remote agent from client computers

The Remote Agent is permanently installed on the computer to be scanned in the case of

distribution of the remote agent by MSI-package
scheduling configured as At the start of a process or After a client boots

You have the following possibilities for removing a remote agent from a computer:

Uninstalling via Network Security Task Manager
Delete the scheduling for the desired computer or remove[18) the computer from the list.

Uninstalling by command
As an administrator you can also completely uninstall the remote agent from a workstation with
the command Net TaskAgent . exe /u or from a remote computer with the command sc \

\target _conputer del ete nettaskagent.

Uninstalling via login script

You can also save the command Net TaskAgent . exe / u in a batch file and then uninstall the
remote agent using a login script by group policy.

In contrast to the msi instructions[62), in step 5 click on "start" in the GPO (Group Policy Object)
editor under Computer Configuration > Windows Settings > Scripts (Startup/Shutdown). Then
click on "Add" to add the batch file. The batch file is executed in the local system account, which
therefore has admin privileges.

Uninstalling by distribution software / Group Policy

If you have distributed the remote agent on the computers via an MSI package, then you can
uninstall the agent again with your software distribution software or via a Group Policy
uninstall[67..

Uninstalling the Console[ 51

1.
2. Click on ) Software (programs uninstall).
3.

4. Click on Uninstall.

Open the Windows Control Panel .

Click on Network Security Task Manager

[# Note

Hint: for security reasons, the agent NetTaskAgent.exe file is stored on the client under a
random file name, for example as smPolodo.exe. You can find out the real file name with the
command sc \\target _conputer qc nettaskagent.

To uninstall the agent you must use the real file name in the command, e.g. snPol odo. exe /u
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VI. Troubleshooting

Resolving connection errors

Note: If you can use Windows Explorer as follows to access the computer to be scanned, then
Network Security Task Manager will also work:

File Edit Yiew Favorites Tools  Help
) Search
‘Er / Earc

Address Y\warkstation)adring

What to consider before scanning a Windows 8/7/Vista computer[33

If Network Security Task Manager cannot scan a computer, then check whether all the conditions
are being met:

- Computer is running
1.Verify that the computer to be scanned is reachable over the network. To do so, type in the
Command prompt (Start > All Programs > Accessories > Command Prompt) the following
command:
pi ng target _machi ne

WINDOWS' system32h cmd.exe

Microzoft Windows [Uersion 5.2.37901
CC» Copyright 19852083 Microsoft Corp.

C:~>ping targetpc

If the computer cannot be pinged, then check whether the computer is powered on and that
the computer name is correctly spelled.

Note: A computer can only be pinged if the Windows firewall allows it, under: Advanced > ICMP settings > Allow incoming echo request
(default setting). Network Security Task Manager works regardless of this setting.

2.1If the computer can be pinged, then write down the IP address of the target computer and
use it in Network Security Task Manager instead of the computer name:

& 192.168.1738.34| -

If the scan only works with the IP address, then there is either already a Connection under a
different user name[441to the target machine, or the Name resolution for file and printer
sharing[43\is blocked.
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= File and Printer Sharing

On the computer to be scanned, turn on the "file and printer sharing for Microsoft Networks" in
the Control Panel > Network Connections > Right-click on the desired <% LAN connection >
Properties.

General | Authertication | Advanced

Conrnect uzing:

| BS CompaqMCIET Fast Ethernet NIC | i Canfigure... J

Thiz connection uses the following items:;

E Client for Microzoft Metwarks

L:' File and Printer Sharing for Microgoft Metworks
.@ (o5 Packet Scheduler

S Internet Protocol [TCPAP]

[ Inztall... ] [ Uninztal ] Froperties

Drezcription

Allowz other computers to access resouUrces on Your complker
Lzing a Microzoft networl:.

= Firewall Exception for File and Printer Sharing
The firewall on the computer to be scanned must not block File and Printer Sharing. That means
that TCP port 445 (SMB protocol) must be open.

i"": Windows Firewall

Genem]l Exceptions | Advanced |

Windows Firewall is blocking incoming networs connections, except for the
programs and services selected below . Adding exceptions allows some programs
to waork better but might increase your security risk.

Programs and Services:

MName

File and Printer Sharing
[ Remote Assistance

If your NetBIOS over TCP/IP (NetBT) network is active, then TCP port 139 (NetBIOS session
service) must be open for for Name resolution[42\.

Please only use "File and Printer Sharing" on the network interface cards/network connections
of the internal company network! "File and Printer Sharing" must not be activated for network
connections/network cards connected to the outside (to the Internet or to the gateway).

= Admin Share Admin$
To scan a computer, a remote agent is installed temporarily in the local Windows folder
(=Admin$).
To check whether the Admin$ share exists on the computer to be scanned, use the Command
prompt to run the command net share. It should display Admin$ as a share.

Other methods to verify the Admin$ share[3D
L If the computer to be scanned does not belong to any domain, but to a workgroup, then

deactivate Simple Filesharing[32 on this computer! If you want to to scan a Windows 8/7/
Vista workgroup computer please consider following notes[33\.
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If the remote agent has been distributed via an MSI-Package[48), or scheduling[181 on the basis
of At the start of a process or After a client boots is already in place, then no Admin share is
necessary on the computer to be scanned.

Viewing the error log

In the logbook you will find an overview of the technical errors that occur.

_ | w Logbook |
1. In the toolbar of the program, click on ™~

2. You can now see the error that occurred (e.g. connection problems).

L

-

E Errors and Suspicicus Processes El-ﬂ
“W Filter - Q Online Info Client ewvents

6‘ Technical emors |i Suspicious pmmas&a|

The following events occumed while scanning the computer.

Type Time

%) Program end 08.10.2008 15:24
& Information  08.10.2008 15:20
€3 Emor 02.10.2008 15:19
» ) Program start 08.10.2008 1517

4| i

Computer
ATT-VISTA

serverwin2l03e  Scan successful (152 proces

att-vista
ATTVISTA

Description
Program comectly terminated

User "matt-vista“neuber” has
Program start-up in account [

Digplay all everts ’

BExpart...

“¥ Filter applies to one computer. Only the errors that occurred on this computer will be

displayed.

Q Online Info makes it possible to get online help for a specific error.

Client Events shows the local event display of the computer that was just selected. For this,
the Windows Event display is started. The Remote Registry service on the client must be active
and you (i.e. the user that just registered) users) must have Admin rights on the client.

[# Note

e To view the event log of any client computer, click the right mouse button on the desired
computer in the list of computers on the console. Then click on the event log
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Scheduling / warning not working

To check from the Admin PC, whether the remote agent is running on a client, either click on
Computer properties[131and then on Now test or execute the command sc \\ conput er nane

guery nettaskagent . In this instance, computername is the name of the computer or the IP
address of the workstation on the network.

NMWINDOWS system 32 cmd.exe

Microzoft Windows [Uersion 5.2.37981
CC» Copyright 19852883 Microsoft Corp.

Ciwrse shscomputername guery MetTaskAgent_

) NetTas kTray[3dh controls By =smanager

scheduling anq warnings. It must (] Display all processes
therefore run in system tray of .

the task bar. To ensure this, you F View schedule..
can enable the option Start at Messages
Windows startup.

@ Help
75 Close

Administrator not warned about dangerous processes

If you are using the schedule settings At the start of a process[18) or After a client boots[15), then
the computer on which the management console is running must have File and Printer Sharing
enabled. With these two schedules the management console is then informed, if a potentially
dangerous process has been found.

Scheduling is not running

When scheduling has been set up, U NetTaskTray[30) starts the management console/console if
exceptions are detected, or at the appropriate time. The management console then scans the
corresponding computer. NetTaskTray must run in a user account that has Administrator rights on
the computer that is to be scanned.

Background: A program (in this instance, NetTaskTray) with restricted rights may not start any
program with higher rights (such as the management console with admin rights).

Even with the Advanced scheduling[15), you must specify an administrator account.

Starting Network Security Task Manager under a different user account

If you start the management console with a different user name (Windows logon name), it may
happen that you can no longer scan the computers, on which the remote agent has been
installed.

Background: User A defines a schedule for a computer as either At the start of a process|151or
After a client boots[15). The remote agent (300 KB) will be permanently installed on this computer.
For security reasons, the remote agent can only be contacted and controlled by User A. Later the
authorization can be changed again.

[ Note

 In the View menu, click on error log[40i to see an overview of all previously encountered
technical errors.
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Error messages

Finding the cause of the error by using the error message

1.If an error message appears, then google it.

ﬁ The last scan of the computer "achill 140" was not successful .

Cause: Computer is not reachable. Computer is offline (ping failed)
Emor number: 5001

Hife  Onling Info

2.Some error messages:

e The network path was not found[424

No access to the services of the computer[4$
The RPC Server is unavailable[4R

The specified network was not accepted by a network service provider[4%

Multiple connections to a server ... are not allowed.[4M
This network folder is currently in use for a connection with another name and password.[4M

e User <Username> has no administrator rights on <Clientcomputer>[45)

3.Look for the marked message on the Internet

GDUS l & "The network path was not found"

[ Note

« In the View menu, click on Error log...[4M to see an overview of all previously encountered
technical errors.

Connection errors

Error messages:

e The network path was not found

¢ No access to the services of the computer

e The RPC server is unavailable

o The specified network was not accepted by any network provider

Causes & Solutions:

= Computer not reachable
When you logged on the computer to be scanned, the DNS or NetBIOS name could not be
resolved.
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1. Make sure the computer exists (was there a typing error in the computer name?)

Solution:

2. Make sure the computer is running.

3. Verify that the computer is reachable on the network. Enter e.g. in the command prompt
(Start > All Programs > Accessories > Command prompt) the command
pi ng target_conputer.

4. It may be that NetBIOS over TCP/IP is enabled in your network, but that the TCP port 139 on
the remote computer is blocked by the firewall. If you open port 139 in the firewall, then
name resolution will work again.

If you can ping the target computer, then the connection is working with the IP address
instead of the computer name.

= File and Printer Sharing is not enabled
"File and Printer Sharing for Microsoft Networks" is not enabled on the computer to be scanned,
or it is blocked by the firewall.

Solution:

1. Turn on "File and printer sharing for Microsoft Networks" on the computer to be scanned, in
the Control Panel > Network Connections > Right-click on the desired = LAN connection >
Properties

General |.-'1‘-.uthenti|:ati|:-n || .ﬁ.dvanced|

Connect uzing:

| B8 CompagMC3161 Fast Ethernet HIC | i Configure. .. J

Thiz connection uses the following kemns:

g Client for Microzoft Metwarks
L:' File and Printer Sharing for Microzoft Metwarks

431 (105 Packet Scheduler
T Internet Protocaol [TCPAP]

[ Install... ] [ Urinstall ] Fropertiesz

Dezcription

Allows other computers to access res0UNCes an Your compriber
uzing a Microzoft network.

2. The firewall on the computer to be scanned must not block File and Printer Sharing. That
means TCP port 445 (SMB protocol) must be open.

i"": Windows Firewall

Genem]l BExceptions | Advanced |

Windows Firewall is blocking incoming networs connections, except for the
programs and services selected below . Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

MName

File and Printer Sharing
(] Remote Assistance
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Given that the above error messages are generated by a general network problem, you can also
find out the cause using the tools that are generally available:

= via commands in the Command Prompt
1. Open the Command prompt (Start > All Programs > Accessories > Command prompt).
2. Enter: pi ng target_conputer
If you cannot find the target computer by using ping, then please google the error message
that you get back from ping. With this you will find suggestions for solutions. Make sure that
the computer name is correctly spelled, and that the target computer is running.
3. Enter: runas /user:adm nistrator cnd
In this instance admi ni strator is an administrator account on the target computer (e.g.
admin or domain\administrator). Use this user name as well for logging in to Network Security
Task Manager.
3. At the newly launched command prompt, enter: net view \\target_conputer. By
means of the error message you can recognize the cause of the error:
There are no entries in the list or Shared resources on \\target_computer
File and Printer Sharing is enabled.
If the target computer does not belong to any domain, but to a workgroup, then disable
Simple File Sharing[32)!
System Error 5 has occurred. Access Denied
The user name used in Step 2 is not an administrator account on the target computer.
System Error 53 has occurred or System Error 51 is occurred

"File and Printer Sharing for Microsoft Networks" is not activated, or it is blocked by a
firewall.

-1 Suggestions for the solution of underlying network problems

1.0pen the Command prompt on the computer to be scanned (Start > All Programs >
Accessories > Command prompt).

2.Enter the command net start rpcss
Check to see if this resolves the issue. If the problem is still there, go to the next step.

3.Enter the command pi ng target_machi ne, where the target_machine is the computer
server, NetBIOS, DNS, or GUID name, whose connection you want to test.

4.If there is a connection problem with one of these computers, then at the command prompt,
enter netdiag (part of the Microsoft Windows 2000 Resource Kit) in order to determine
whether the domain controller is working correctly.

5.If the server name is not properly resolved, check the DNS configuration of the domain
controller. If the problem is still there, go to the next step.

6.At the command prompt, enter netdom (part of the Microsoft Windows 2000 Resource Kit), to
check the network's position of trust and to establish or reset a connection to a server.

7.1f the primary domain controller for the domain can not be found, the domain name will not
be properly resolved: check the DNS configuration of the domain controller.

[¥ Notes

e The RPC serveris not remotely controlled by Network Security Task Manager. Thus port 135 can
always remain closed for security reasons.

e With the command net di ag / debug, network errors can generally be tracked down.
Simple problems can be rapidly resolved with net di ag /fi x. After that you can also continue
the search for errors with the dcdi ag tool.

Multiple SMB connections

Error messages:

o Multiple connections to a server or shared resource by the same user using multiple user
names are not allowed. Disconnect all previous connections to the server or shared
resource and try again.

o This network folder is currently connected using a different name and password. First
disconnect any existing connection to this network share to then connect using a different
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name and password.

Cause:

There is already a network connection (SMB protocol) to the computer to be scanned from another
username without administrator rights. Unfortunately Windows does not allow a further
connection to be made from another user account.

Solution A:
Use the IP address in the Network Security Task Manager instead of the computer name.

& 1192.168.178.34| -

Solution B:
Open Windows Explorer on the computer to be scanned. Click on the Tools menu and select
Disconnect Network Drive. Then disconnect the existing connection

Solution C:
1. Open Prompt on the computer to be scanned (Start > All Programs > Accessories > Prompt).
2. Then run the net use command, to see what connections exist.

3. With net use /del ete <correspondi ng connecti on> terminate the current connection

(whether or not the status is shown as "disconnected"). You can also use the command net
net use * /del et e to delete all connections.

No Admin rights

Error messages:
¢ User <UserName> does not have administrator rights on <Clientcomputer>

Causes & Solutions:

- Windows 8/7 /Vista computer to be scanned
On the client computer to be scanned, Windows 8/7/Vista is installed and that client computer
belongs to a workgroup.

Solution:
If youlﬂgnt to to scan a Windows 8/7/Vista workgroup computer please consider following
notes|33l.

-l The specified user account is not an administrator account
When Network Security Task Manager scans the client computer, you are asked for the user
name and password of an administrator account on the computer to be scanned. The login
data you have entered however do not belong to any administrator account on the client
computer to be scanned.

Solution:
Make sure that you have entered the user name and password correctly, and that this user
has admin rights on the client computer to be scanned.

= Simple File Sharing is turned on
On the client computer to be scanned, "Simple File Sharing" is enabled and the target computer
belongs to a workgroup.

Solution:
Turn off Simple File Sharinagl32Yon the client computer.
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Technical support

If looking at the FAQ[38) does not resolve your problem, then please write to us:
Address: A. & M. Neuber Software GmbH

PF 11 05 25
D-06019 Halle
Fax: (+49) 0700-11 777 000
email: info@neuber.com
WWW: www.neuber.com/network-taskmanager

© A. & M. Neuber Software GmbH
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VIl. MSI package software distribution

Overview

The distribution of agents[9Mis done automatically by Network Security Task Manager. In large
networks however the agent can also be permanently distributed by an MSI package. The MSI
package contains the slim agent (only 300 KB in size), which is distributed to computers to be
monitored (unattended installation). The MSI package can only be distributed by adjusting the
parameters. Without this adjustment, the communication with the management console will not
work.

The adjustment of the parameters is done in one of the following ways

= With an MST file
Ideal for distribution in larger networks. This document describes how the MST file is created
and, together with the msi file, is distributed in the network.

To distribute the remote agent via msi

1.Create a transform file (*.mst)[49\.

2.Save MSI & MST file in a shared folder[52\.
3.Distribute the package e.g. via a group policy[54\.

= Delivery by parameters
This is useful for testing purposes. The nettaskagent.exe filename of the remote agent may
however not be changed.
Use the following command to start the installation (for example, at the command prompt or via
a login script):
nmsi exec /i "\\servernane\share\ Net TaskAgent. nsi " | NSTALLDI R="c: \ nyfol der"
SERVER=" Ser ver nanme" USER="Adm ni strator” /qgn

Parameters

INSTALLDIR specifies the local directory on the target computer, in which the agent
NetTaskAgent.exe file will be copied. If the parameters are left out, then the agent
is installed in the System32 directory of the local Windows folder. This is the
default setting.

SERVER is the name of the computer on which NetTaskTray.exe runs. In most cases this is
also the console. You can see the name of the computer e.g. in the network
environment (My Network Places).

USER is the user name (for example: domain\user), under which NetTaskTray.exe[30)
runs. In most cases, the console also runs under this user account. A password
does not have to be specified.

/qn specifies no user interface (unattended installation)
If you replace /qn by the /qb parameter, you see the progress of the installation
on the client.

[ Note

e The MSI package Net TaskAgent . nsi for the distribution of the agent is located in the program
folder (e.g. in c:\Programme\Network Security Task Manager)).

o If the agentis installed by MSI package, then these computers will only appear in the program if
the agent flags a potentially dangerous process.
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Creating the MST file

The custom.mst file can be created with the free ORCA tool.
Download: http://www.neuber.com/network-taskmanager/docs/orca.html

1. Start ORCA and open the Net TaskAgent . msi file. The file is located in the program folder of
Network Security Task Manager.

2. In the menu Transform, click on New Transform

—~#*MetTaskAgent.msi - Orca

File Edit Tables | Transform  Tools  MWiew  Help

Dlﬁlnl Ll% Mew Transform im o

apply Transform, .,
Tﬂh!ES Wiew Patch..,
P.cthnText Genetate Transfarm, ..
AdminExecuteSec Close T -
AdminJISequence FEE TSR
AdviExecuteSeq 7o oofen Froperkies. . .
AdvtUISequence —

3. Click in the table list on Property. Enter the computer name and the user account used (e.g.:
domain\user) by NetTaskTray.exe[3d\. In most cases the Console[ 5N also runs under this
account.

—~*NetTaskAgent.msi (transformed by Untitled) - Orca

File Edit Tables Transform Tools  Wiew  Help

O] 5 B2l %= ==

Tables | «|| Property | ¥alue
CDECALEribuke ReinstallFileOlderversion o
CDECDataSource ReinstallFileiersion a
QDBCDriver ReinstallRepair r
CDECSourcestkribute zenitho0g
QDB Translator Secure_ustomProperties  INSTALLDIR
Progld Adrminiskratar

DiskPraompk [ProductMame] [1]
PublishiComponent ErrorDialog ErrorDialog

4. By default, the file is installed in the local Windows\System32 of the workstation. Optionally, an
arbitrary folder and file name can be entered for the agent file:
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—~ % NetTaskAgent.msi {transformed by Untitled) - Orca
File Edit | Tables Transform Tools Wiew Help

0 | E_ﬂ-l | &dd Table., . Chrl4+T
= fdd Custom Table. .,
Drop Table,..
Tables bl

MsiDigike
G Add Row...
MsiFileH: Drgp RDW{S:I

ODECAEL
ODBCDa  Export Tables...
CDECDri Import Tables. .,

CDECS0
ODBCTr:  Adiust Schema. ..

kallFileOlderyersior

Progld R.einstalR.epair
Property ErrorDialog
PublishComponent Accepk
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5. Enter INSTALLDIR and press the Enter key.

T

I ame | Walue |
EE Property
" alue
— Colunin
Property - String[72]. Bequired
INSTALLDIR
(] I Cancel

6. Enter the local path of the workstation. The NetTaskAgent.exe file will be installed there later.
Confirm with OK or Enter.

hddrow |

M ame | " alue |

T Propetty INSTALLDIR

W alue

— Colurnn
Y alue - Localizable String[0], Begquired

c:hmyfalder

] I Cancel

7. Click on the File table and enter in the FileName column the name that you want to call the
file.

~#* MetTaskAgent.msi (kransformed by Untitled) - Orca
File Edit Tables Transform Tools  Wiew  Help

O] & [Ba|e2]f] =] =|E
Tables | «| [ Fi

FeatureZompan. .. MetTaskagent.exe [NetTaskagent.exe

Fonk
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8. In the Transform menu, click on Generate transform ...

—~#*MetTaskAgent.msi (transformed by Untitled) - Orca
File Edit Tables | Transform  Tools  MWiew  Help

D | li’vl Hl Ll% Tew Transformm Imfl E‘E‘ |

apply Transkarm.,..

Ta_hlf_=5 Wi Patch, ..
List¥iew Generake Transform. .,
LockPermissions Close T : PAIR.
MIME Hs& Transform EMCOMPONEN
Media Transform Properties. ..
MaoveFile — anllsers
Msifssembly DefaultUIFonk

9. Save the file under the name of cust om nst .

Next step:
Storing the MSI and MST file in a shared folder[52)

Creating a shared folder
We are sorry that the screenshots aren't in English language.

1.Create and share a directory on the file server (domain member) or network drive.

Eigenschaften von Softwareverteilung |

tllgemein  Freigabe | Sicherheitl .-’-'-.npassenl

Sie konnen diesen Ordner fur andere Benutzer im
MHetzwerk freigeben. Klicken Sie dazu auf "'Diesen Ordner
freigeben’.

" Diesen Ordner nicht freigeben

—{% Diezen Ordner freigeber

Freigabename: ISu:uftwareverteiIung

K.omrmentar; I

Benutzerbegrenzung: (¢ Hichstanzahl zulazzen

i~ Zugelaszene Anzahl I _Ij

Klicken Sie auf "Berechtigungen”, um B erechligungen |
die Benutzerberechtigungen fur den
Zugniff auf diezen Ordner festzulegen.
Klicken Sie auf "Zwizchenzpeichem’,
um die Einstellungen fur den Qfflinezugriff
2u kanfigurigren.

ewizchenspeichemn |

)4 I Abbrechen Obernehmen
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A hidden share can also be used. In this case a dollar sign will be attached to the share name:
softwaredistribution$.

2.Click on Permissions. By default, read access is set for All. Remove this user.

3.Click on Add and set the read access for Authenticated Users group. Members of this
predefined group are all computer and user objects, which have been authenticated for the
domain.

Benutzer, Computer oder Gruppen wahlen
Objektyp:
IEenutzer, Gruppen oder Integrierte Sicherheitzprinzipale Objekttyper... |
Suchpfad:
Iu:u:-ntu:usu:-.lu:u:al Pfade... |

Geben Sie die 2u verwendenden Objekinamen ein [Beizpisle]:

Authentifizierte Benutzer Mamen uberprufen |

Enweitert... I k., | Abbrechen |
P

4.Click on Advanced, then click on Find Now. Then select Authenticated users. Click OK.
Berechtigungen Hir Softwareverteilung ki |
Freigabeberechtigungen |

Gruppen- oder Benutzernamer;

ﬁ Authentifizierte Benutzer

Entfernen |

B erechtigungen fir

Authentifizierte B enutzer Zulazzen  “Wenweigern
W allzugriff (M| (M|
dndermn O O
Lezen O

ak, &bbrechen Dbermehmen
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5.Click on OK.

6.Copy the NetTaskAgent.msi and Custom.mst files into the newly created softwaredistribution
folder.

Next step:
The software distribution[58

Group policy software distribution

In large networks, the msi and the mst file are distributed via system management and
deployment software. The following describes the software distribution by script and by GPMC:

-l Software distribution by script

The following command (e.g. in the command prompt or by login script) starts the installation:
nsi exec /i "\\servernane\share\ Net TaskAgent. msi " TRANSFORMS="\
\servernane\share\custom nst" /qgn

-1 Software distribution on Windows 2000 Server
If you are still running a Windows Server 2000, then you can very easily distribute
NetTaskAgent.msi by using the following steps. We recommend, however, the instructions via
GPMC described below.

1.In the Start menu, click on Control Panel > "Active Directory Users and Computers".
2.With a right click on the desired computer group (OU), open the Properties dialog.
3.Select the group policy tab.
4.With New, create a new policy called "NetSTM service installation". Open it with Edit.
5.Click on Computer Configuration/software settings. Then right-click on New > package.
6.0pen the file \\server name\share\NetTaskAgent.msi.
7.Click on the Advanced option.
8.Click on the changes tab . Then click on Add to add the file custom.mst.
9.Click on the tab software deployment. Select the option "uninstall application if outside the
administrative domain".
10.Confirm your changes by clicking on OK.
The next time you restart the client computers in this computer group (OU), the remote agent
will be installed before the users log on.

Recommended procedure for distribution by Group Policy

For Windows Server 2003/2008 and all current operating systems, Group Policy Management (in
short: GPMC) is recommended. (Download:
http://www.microsoft.com/downloads/details.aspx?familyid=F39E9D60-7E41-4947-82F5-
3330F37ADFEB&displaylang=de)

To be able to use group policy management on a client of an administrator, you need to have
previously installed the Administration Tools Pack:
http://www.google.de/search?hl=de&&g=windows+server+Administration+Tools+Pack
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http://www.microsoft.com/downloads/details.aspx?familyid=F39E9D60-7E41-4947-82F5-3330F37ADFEB&displaylang=de
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We are sorry that the screenshots aren't in English language.
A) Security group set up

The security group includes every computer on which the remote agent is installed.

1. Click on the Start menu and then Control Panel > "Active Directory Users and Computers". Now
create a new organizational unit (OU).

£# Active Directory-Benutzer und -Computer

< Datei  Akbion  Ansicht  Fenster 2 |_|E’|E|

e- | Om B FRR 2E eREvE s

@ Ackive Directory-Benukzer und -Comp S0ae]y g taa [sle] 0
I:I Gespeicherte Abfragen

= 7 =

(48] Acc Chjekbverwaltung zuweisen. . . Crganisationseinbzit
w0 Bl 3uchen... builtinCamain
..... [ cor  Merbindung mit Domane herstellen. . _onkainer
@ Dor Werbindung mit Domanencontroller herstellen. .. Crganisationseinbisit
|:| For  Domanenfunklionsebene heraufstufen. ., _onkainer
@ Grc  Betriebsmaster. .. organisationseinhet
@ Rer I YT SN T
[[Juse AlleAufgaben ¥ Konkakk

. Garuppe

nsicht ' InetorgPerson

Meues Fenster

M3MQ-\Warteschlangenalias
Bktualisieren Crganisationseinheit
Liste exportieren... Drucker

Benutzer

e EeElnel = Freigegebensr Ordner

Hilfe |

a| | ol | i

|Er5te||l: ein neues objekk, |

2. Give the OU a name, e.g. "softwaredistribution".
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Meues Objekt - Organisationseinheit

Softwareverteilung

© A. & M. Neuber Software GmbH
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3. Create a new group NetSTM-service in the OU "softwaredistribution".

£# Active Directory-Benutzer und -Computer

@ Datei  Akbion  Ansicht Eenster 7
¢~ EAE BRI XTFRAR 2E( QB TEE

@ Ackive Directory-Benuktzer und -Comg Softwareverteilung
D Gespeicherte Abfragen

El--@ conkoso.local

@ Accounts In dieser Ansicht werden keine Elemente angezeigh
[#-(_] Builkin

------ [ Computers

+-{€8] Domain Controllers

Mame Tvp

Ohbiekkverwaltung zuweisen, ..

Werschieben, ..
suchen. ..
Meu 4 Camputer
Alle Bufgaben » kontake
.
Ansicht g ImetOrgPerson l
higues Fenster MaMQ-wWarkeschlangenalias
Ausschneiden Crganisationseinheit
Lischen Drucker
LImbenennen Benutzer
Eigenschaften Freigegebener Crdner

KN I—
Erstellt ein neues Hilfe | |_
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with the following parameters:

Neues Objekt - Gruppe |

@ Erstellen in:  conkoso.localfSoftwareverteilung

GEFUppEnnane:

| MetSTI-Dienst

Gruppenname [Pra-Wwindows 20007
| MetSTM-Dienst

Gruppenbereich———————— Gruppentyp
™ Lokal {in Doméane) &+ sicherheit
¥ clobal i~ Werkeilung
) Universal

| Ik I abbrechen

Click on OK.

4. Double-click on the newly created group (or right click -> Properties)

£# Active Directory-Benutzer und -Computer

@ Datei  Akkion  Ansicht  Fenster 7 |
= DHE 4B XEHFEIR 22E |EHTEE

@ Active Direckory-Benutzer und -Comp Softwareverteilung 1 Objekte
-] Gespeicherte Abfragen
El@ contoso, jocal

-] Accounts

: - Werschieben. ..
-1 Builkin _

(3 Computers E-Mail senden
@ Domain Conbrallers alle AuFgaben "
I:I FaoreignSecurityPrincipals

@ Groups Ausschneiden
@ Rechner Lischen
-(<] Resources Uribenennen

LT Users

Ei haFt

i) Softwareverteilung |

HilFe
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5. Click on Add to select the computer on which the NetSTM-service NetTaskAgent.msi will later be
installed.

Eigenschaften ¥on NetSTM-Diensk |

Allgemein  Mitglieder | kitghed '-.-'u:unl Yenwaltet vu:unl

Mitglieder:

M amne | Active Directary-Ordner |
Q CWM=P-25 contoso. local/R echher/head office

Entfernen |

] 4 | .-’-‘-.I:nl:nrec:henl [Eermehmen

Hint: Click on "Object types ...", to verify that Computer is displayed as well. Click on "Advanced
..." and then click on "Find Now" to see the available clients to see.

Benutzer, Kontakte oder Computer wahlen E

Objektvp:
IBenutzer, Computer oder Andere Objekte | Objektypen... I
Suchpfad:
Iu:u:untu:usu:u.lu:u:al Pfade... |

Geben Sie die zu verwendenden Objektnamen ein [Beizpiele]:

| [Hamen Uberpriiten |

Enweitert.... [ Abbrechen |
e

Then finally click OK to take over the selected computers.
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B) Create the group policy

1. Start the Group Policy Management. To do this, execute GPMC.msc or click on the Control Panel
or in the Start menu, on Administration > Group Policy Management.

2. Click with the right mouse button on "Create and link group policy object ...".

5 : Group Policy Management

5[% Datei  Akkion  Ansicht Fenster 2

= Bn e 2=

[ Group Polcy Management Gruppenrichtlinienobjekte
Elﬁ Gesambstrukbur: contoso, local bl : |
EI@ Dam&nen Delegierung
conkoso _
= @ e Gruppentichtlinienobjekk hier erstellen und verkniipfen. ..
Defa

Yorhandenes Gruppenrichtlinienobjekt verknipfen. ..

5 Do,
b8 Ordr
@ ACCo . Gruppenrichtinienmodelierungs-assiskent. ..
@ Dam:  Neue Organisationseinheit

+-{%3 Grou
#-(&3 Reck  Suchen...

@ Resc  Domanencontraller andern...

@ Softy, Entfermen

% GFLID Active Directory-Benutzer und -Computer. ..
-

EEI-- Standorte Meves Fenster

Fﬂ Gruppeniicht Eigenschaften
lE Gruppenricht

Yererbung deakkivieren

HilFe:

and select a meaningful name
Meues Gruppenrichtlinienobjekt

Marme: INetSTM-Dienst | nztallation

ok | ﬂ«l:-l:nre-:henl

Confirm your request

Gruppenrichtlinien-¥erwaltungskonsole |
Sie haben eine Yerkniipfung eines Gruppenrichtlinienobjekts ausgewahlt

Anderungen, die Sie hier vornehmen [aulfer an Yerkniipfungseigenschaften),

zind global fiir daz Gruppennichtinienobjekt und wirken sich 20 auf alle
anderen Orte aus, die mit diezem Gruppenrichtlinienobjekt verknlipft gind.

[" Diese Meldung nicht mehr anzeigen
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3. Now the group policy just created appears under the domain name and the "Default Domain
Policy".

5@ Datei  Aktion  Ansicht  Fenster 7 | _|5'|5|
& = | B2
-B;E @roup Palicy Management NetSTM-Dienst Installation
=- ﬁ Gesamtskrukbur: contoso.local Bersich I : : :
= @ Damanen Detallsl Elnstellungenl Deleglerungl
= @ contoso, local Yerknupfungen

: 5 Default Domain Policy
5§ Domaneniichtlinie
5‘ MetSTM-Dienst Installation | Die felgenden Standorte, Domanen und Organisationzeinheiten sind mit derm Objekt verknlipft:
-8 Ordnerumleitung Fir Ussr
I +-{£3] Accounts

({28 Domain Controllers
@ Groups

Fiir diezes Yerzeichniz anzeigen: Icontu:usu:u.lu:ucal j

@ Rechner 1| | _}l
@ Fesources ,
@ Softwarevertsilung Sicherheitsfilterung
% Grupp?nrlchtllnlenab]ekte Die Einstellungen diezes Gruppennchtlinienobjekts gelten nur fur die folgenden
-k WMI-Filker Gruppen, Benutzer und Computer:
EEI" Skandorte
{4 Grupperrichtinienmodelierung MName — I
-5 Gruppenrichtinienergebnisse Authentifizierte Benutzer

Hinzufiigen... Entfernen | Eigenschaften |

WHI-Filterung
Dieses Guppennchtlinienobiekt st mit folgenden Whdl-Filker verkniipft:

[ <keir> | fiffen |
| |

Remove the "Authenticated Users" group and by using Add, add the previously created security
group "NetSTM-service". By doing this, the scope of this group policy is limited to the security
group "NetSTM-service".

4. Click with the right mouse button on the group policy just created, "NetSTM-service
installation". Click on "Edit ...".
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E;E Group Policy Management NetSTM-Dienst Installation
Elﬁ Gesamtstruktur; contoso, local . : : :
El@ Domanen Bereich I Detallsl Emstellungenl Deleglerungl
El@ contoso.local Yerknupfungen
Eﬁt Default Domain Policy Fiir dieses Yerzeichniz anzeigen: Iu:u:untu:usu:u lacal
L8 Domanentichtinie :
..... Eﬁ‘ Die folgenden Standorte, Domanen und Organisatic
S Reed  Eearbeiten. . Piad - [ Erzonnger
@ Aicco. iR REIISY @mntnsn local Mein ;
@ Doma W Yerknipfung akkiviert ’
@ GrouR Bericht speicherr.. .
(&8 Rechr _
@ Reso,  Ansicht 3
(&3 Softw  Meues Fensker 1]
-- GrupE .
% VM-I Lschen Licherheitzfilterung
Umbenennen - . e .
EEI-- Standorke o Die Einstellungen diezes Gruppennchtlinienobjekts o
Gruppentichtli Akkualisieren Giuppen, Benutzer und Computer:
-5 Gruppenrichtl e Name ~
MetSTR-Dienst [COMNTOSOMetS TH-Dienst)

5. In the Group Policy Object Editor, click on Computer Configuration > Software Settings >
Software Installation. Now click with the right mouse button on the white field.

'F{ﬁ Gruppentichtlinienobjekt-Editor

Datei  Akkion  Ansicht 7
¢ = B ME E[E R 2

=Y MetSTM-Dienst Installation [servert | Mame | version | Bereitstellungsz... | Quelle
El@ Compukerkonfiguration

-1 Softwaresinstellungsn
e Saftwareinstallation Nleu

In dieser Ansicht werden keine Elemente angezeigt,

-] Windows-Einstellungen .
{0 Administrative Yorlagen 2l vaen
Elﬁ Benutzerkonfiguration Akkualisieren
[:l Softwareeinstellungen Ansicht '
I:l Wwindows-Einstellungen
&2 Administrative Yorlagen Symbole anordnen »
Eigenschaften
HilFe

6. Select the MSI package with UNC path, as \\server\softwareverteilung\NetTaskAgent.msi
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Offnen EHE

Suchen in: Q Saoftwarevertziung an Hauptzerer [serverwinj @ |§5 i

Zuletzt venwendete D okumente
Desktop
Eigene Dateien
i Arbeitzplatz
JA 3-Diskette [4)
gt Lokaler Datentrager [C:]
'ﬁ M etzwerkumgebung
a Gezamtes Metzwerk,
13 Microsaoft Windows-Hetzwerk,
g% Contozo

a zervenminZ003e

S oftwareverteilung an Hauptzerer [

Deszktop

4

Eigene D ateien !

-

D ateinarme: INetT azkAgent. ma j Offrnen I
Dateitp: IWindDws Installer-Pakete [ msi) j Abbrachen |
g
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Select the Advanced option.

Software bereitstellen |

YWw'ahlen Sie die Bereitstellungsmethode aus:

£ Yerdffenticht

" Zugewiesen

% nwaeiterk

e

‘W &hlen Sie die Option, um die Optionen "Yerdffentlichen' oder
"Fuweizen’ zu konfigunigren, und um Anderungen auf das Paket

anzLwenden.
0k, I Abbrechen

7. Now click the tab for Software deployment. Select the option "uninstall application if outside
the administrative domain". In this way, the Net-STM-service software is automatically uninstalled
from a client, as soon as the client is removed from the "NetSTM-service" security group.

Eigenschaften |

Altualisierungen I K.ategorien | &ndemngen | Sicherkeit |

Allgemein Bereitstellung won Software

— Bereitztellungzart

£ Yerffentlicht

{* Zugewiesen

— Bereitstellungsoptionen

¥ | utomatizeh instalieren, wenn die D ateienseiterung aktviert wird

IV itvwendung deinstallieren, wenn sie auferhalb desé
Menwaltungsbereichs liegt

™| Eaket it der Spstemstevening urter " Saftware!” nicht anzeigen

[T Anwendung bei snmeldung installieren

— Benutzeroberflachenoptionen fur die Installation
= Einfach

% bl aximun

Enweitert... |

| k. I Abbrechen
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8. Now click on the tab Changes. Add the custom.mst file that was modified with ORCA.

Eigenschaften EE |
Allgemein I Bereitztellung won Software
Akbualisierungen I K.ateqorien Anderungen | Sicherheit

Enderungen und Transformationen emmoglichen lhnen, das Paket

anzupazsen, und werden in der unten angegebenen Behenfolge dem
Paket zugewiesen:

&nderunger;
hgervenwin2003eh5 oftwareverteilungcuston. mat Mach oben |
Hach unten |

Entiernen |

Wichtigl Elicken Sie erst auf "0OF", wenn alle Trangformationen einwandfre
hinzugefiigt und sartiert wurden, Klicken Sie mit der rechten b austazte auf

die &nderungzliste und dann auf "Direkthilfe"!, um weiters |nformationen zu
erhalten.

F. Abbrechen

Click on OK and close the GPO Editor.
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C) Installation of the agent on the workstations.

The selected clients of the security group "NetSTM-service" will now install the agent after one to

three restarts.
As administrator, run command "gpupdate /Sync" on the client or change the following Group

Policy on clients to immediately complete the installation policy:

Tm Gruppenrichtlinienobjekt-Editor

Datei  Akbion  Ansichk 2
&= |Bm e R @

jigj'NetSTM—Dienst Installation [server i@ Anmeldung
E@ Computerkonfiguration

= SqFtwareelpsteIIungen Beim Neustart des Computers und I:Z_il:.stellung | status
@ indows-Einstellungen bei der Anmeldung immer auf das = Willkommenseite fiir "Erste Schritte bei der Anmeldung nicht..,  Micht konfiguriert

ED Admin?strative Yorlagen Netzwerk warten fﬁ Irnmer klassische Anmeldung verwenden Micht konfiguriert
[:I Windows-Komponenter Einenschaften anzsigen - fﬁ Diese Programme bei der Benutzeranmeldung ausfihren Micht konfiguriert
EDE_IYS t;;utzerprofile SiasnEhenen . @ Einmalige Ausfihrungsliste nicht verarbeiten Micht konfiguriert

[ Skeipts a?:doggteerﬁgﬁsr:osoft Windows %P E:ﬁ Herkirmmliche AusFihrungsliste nicht verarbeiten Micht konfiguriert
23 Anmeldung Frofeasional oder Windows Sorver = Beim Meustart des Computers und bei der Anmeldung immer auf ... Akkiviert

-[_] Datentragerkonting | 2003-Produktfamilie
-] Metzwerkanmeldun

Hint: To check from the Admin PC whether NetSTM-service is running on a client either click on
Test now within Computer properties[13), or run the command sc \\cl i ent name query
net t askagent . In this instance, cl i ent nane is the computer name of the workstation on the

network.

Microzoft Windows [Uersion 5.2.37981
CC» Copyright 19852883 Microsoft Corp.

Ciwrse shscomputername guery MetTaskAgent_
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To uninstall the remote agent from a client, you must remove this client from the "NetSTM-service"
security group.

Uninstalling an MSI package

In the Start menu, click on Control Panel > "Active Directory Users and Computers". Click with the
right mouse button on the security group "NetSTM service". Click on Properties.

Then after that click the Members tab and remove the desired computer.

[ Note

e The uninstall of the MSI package can also be started with the following command (for example,
at the command prompt or via a login script):
msi exec / x{986222E8- C018- 4DA2- 94BC- 9B796A5A75A5} /gb

* As an administrator, you can also use the command Net TaskAgent . exe /u or from a remote
computer completely uninstall the remote agent with the command sc \\target-pc delete
nett askagent.

e With the command runas /user: adm ni strator cnd, you can start the command prompt
with administrator rights
(e.g. as user "administrator").
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